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registrants through a first channel of 
receiving a public key 



A method of registration, comprising: 
receiving a hash of a public key and a written signature of each of a plurality of 

communications that includes hand-delivery; 
and associated identifying information of at least some 



of the plurality of registrants through a second channel of communications, different from the 
first channel of communications thai excludes hand-delivery; 

for each of the plural ty of registrants, digitally signing the public key if the 
hash of the public key of the registntnt received through the first channel of communications 
corresponds to the public key of the registrant received through the second channel of 
communications; and 

providing the digitally feigned public keys to an authenticating authority. 



2. The method of c laim 
rejecting the registrant 
through the first channel of communications 
registrant received through the second 



The method of 



1, further comprising: 
if the hash of the public key of the registrant received 
does not correspond to the public key of the 
channel of communications. 



claim 1 wherein receiving a hash of a public key and a 
written signature through a first channel of communications includes receiving a written 
message via a courier. 



4. The method of 
identifying information through a second 
signal carried in at least one of an elecjtrical 



qlaim 1 wherein receiving a public key and associated 
channel of communications includes detecting a 
., a magnetic, and an electro-magnetic carrier. 



\ 
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5. The method of claiih 1 wherein the hash of the public key and the 
written signature of the registrants received through the first channel of communications are 
non-electronic. 



key. 



6. The method of claim 1 
providing each of the registrants 



7. The method of claim 1, 
creating a hash of the public; 



communications for comparison to the 
channel of communications. 



further comprising: 
a copy of the respective digitally signed public 



further comprising: 
key received through the second channel of 
hasSh of the public key received through the first 



8. The method of claim 1, 
enabling the registrants to submit 
information through the second channel of 
the public key and written signature through 



iurther comprising: 

the public key and associated identifying 
< ommunications only after receiving the hash of 
he first channel of communications. 



9. The method of claim 1, further comprising: 

preventing the registrants from submitting the public key and associated 
identifying information through the second channel of communications until after the hash of 
the public key and written signature are received through the first channel of 
communications. 



10. The method of claim 1, further comprising: 
entering the hash of the put lie key received though the first channel of 
communications into an electronic database. 
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11. A computer-readable medium whose contents cause a computer to 
register voter registrants by: /f 

for each of a plurality of voter registrants, electronically receiving a hash of a 
public key that was transmitted by the registrant through a first channel &f communications 
including hand-delivery; / 

for each of at least some of the plurality of voter registrants, electronically 
receiving a public key and associated identifying information that was transmitted by the 
voter registrant through a second channel of communications excluding hand-delivery; 

for each of a number of the voter registrants, digitally signing the respective 
public key of the registrant if the hash of the public key received from the voter registrant 
corresponds to the public key received from the voter registrant; and 

providing the digitally signed public keys/o an authenticating authority. 

12. The computer-readable medium of claim 11 whose contents further 
cause the computer to register voter registrants by: 

creating a hash of the public/Key received through the second channel of 
communications for comparison to the h/sh of the public key received through the first 
channel of communications. / 

13. A voter registration computer system, comprising: 

a public key hasli input subsystem that for each of a plurality of voter 
registrants, electronically receives a hash of a public key that was transmitted by the voter 
registrant through a first channel of communications including hand-delivery; 

a public key input subsystem that, for each of at least some of the plurality of 
voter registrants, electronically receives a public key and associated identifying information 
transmitted by the voter registrant through a second channel of communications excluding 
hand-delivery; / 

a/ngital signature subsystem that, for each of a number of the voter registrants, 
digitally si^fs the respective public key of the voter registrant if the hash of the public key 
received^firom the voter registrant corresponds to the public key received from the voter 
registrant; and 
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13 a digitally signed public key output subsystem that provides the digitally signed 

14 public keys to an authenticating authority. 



14. The voter registration computer system of claim 13, further comprising: 
a hashing subsystem ttyat creates a hash of the public key received through the 

m comparison to the hash of the public key received 



3 second channel of communications 



4 through the first channel of communications 



of the digitally signed public keys 



15. A method of voter registration, comprising: 

receiving a plurality of digitally signed public keys from a registrar, where each 

belongs to a respective one of a plurality of voter 
registrants that submitted a hash of thi public key through a first channel of communications 
including hand-delivery and that submitted the public key corresponding to the hash through 
a second channel of communications excluding hand-delivery; and 

of public key encrypted votes received from at least 
s using the received digitally signed public keys. 



authenticating a number 
8 some of the plurality of voter registran 

.V 

16. The method of c 



iim 15 wherein the public key encrypted votes are 



2 digitally signed by the respective voter registrants. 



1 17. A computer-readaqle medium whose contents cause a computer to 

2 register voter registrants by: 

3 receiving a plurality of digitally signed public keys from a registrar, where each 

4 of the digitally signed public keys belongs to a respective one of a plurality of voter 

5 registrants that submitted a hash of the public key through a first channel of communications 

6 including hand-delivery and that submitted! the public key corresponding to the hash through 

7 a second channel of communications excluding hand-delivery; and 

8 authenticating a number of public key encrypted votes received from at least 

9 some of the plurality of voter registrants using the received digitally signed public keys. 
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1 18. The computer-readablje 

2 encrypted votes are digitally signed by the 



10 

l 

2 
3 



medium of claim 17 wherein the public key 
respective voter registrants. 



1 19. A voter registration computer system, comprising: 

2 an input subsystem that recei ves a plurality of digitally signed public keys from 

3 a registrar, where each of the digitally sijjned public keys belongs to a respective one of a 

4 plurality of voter registrants that submitted a hash of the public key through a first channel of 

5 communications including hand-delivery and that submitted the public key corresponding to 

6 the hash through a second channel of communications excluding hand-delivery; and 

7 an authentication subsystem that authenticates a number of public key 



8 encrypted votes received from at least 

9 received digitally signed public keys. 



some of the plurality of voter registrants using the 



1 20. The voter registration 

2 key encrypted votes are digitally signed 



computer system of claim 19 wherein the public 
>y the respective voter registrants. 



21. A method of registr ition, comprising: 

receiving a respective pub! ic key for each of a plurality of registrants; 
for each of at least some of the plurality of registrants, verifying an identity of 
the registrant in-person; 

for each of the verified registrants, receiving a signature of the registrant on a 

hash of the public key of the registrant; 
registrants, digitally signing the public key received 
1 ash card corresponds to the public key received from 



respective hash card including a writter 
for each of the verified 
8 from the registrant if the hash on the 



22. The method 
providing an 
verified registrants. 



9 the registrant; and 

providing the digitally sifened public keys to an authenticating authority. 



of cljaim 21, further comprising: 
acknowledged duplicate of the respective hash card to each of the 
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1 23 . The method ofWaim 21, further comprising: 

2 providing a copy of ihe respective digitally signed public key to each of the 

3 verified registrants. 



1 24. The method of claim 

2 rejecting the registrant 

3 public key received from the registr ant 



l 

2 

3 
4 
5 
6 
7 



25. The method of 
providing a form for 



26. The method of 
providing a copy of p iblic/pri 



3 of the registrants. 



27. The method of| claim 
prompting the registrsfnts 
prompting the registrants 



21, further comprising: 
if the hash on the hash card does not correspond to the 



claim 21, further comprising: 
cjreating the hash card to at least some of the registrants. 



claim 21, further comprising: 

ivate key pair generation software to at least some 



21, further comprising: 
to generate the hash card; and 
to transmit the public key. 



2 includes at least one of comparing 



28. The method of claim 21 wherein identifying the registrant in-person 



the registrant to a picture identification and comparing a 



3 signature of the registrant to a signature of the picture identification. 



29. A computer-readable medium whose contents cause a computer to 



register registrants by: 

receiving a respective^ 
for each of at least 

that an identity of the registrant hai 
for at least a number 

key received from the registrant i 



public key for each of a plurality of registrants; 
some of the plurality of registrants, receiving an indication 
been verified in-person; 

of the verified the registrants, digitally signing the public 
a public key hash submitted by the registrant on a hash 
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8 card including a written signature o\ the registrant corresponds to the public key received 

9 from the registrant; and 

10 providing the digitally sikned public keys to an authenticating authority. 



1 30. The computer-rea 

2 cause the computer to register registrant^ 

3 automatically producing 

4 for each of the verified registrants. 



an 



able medium of claim 29 whose contents further 
acknowledged duplicate of the respective hash card 



by: 



1 31. The computer-readable medium of claim 29 whose contents further 

2 cause the computer to register registrants, 

3 rejecting the registrant if tijie hash on the hash card does not correspond to the 

4 public key received from the registrant. 

1 32. The computer-readAble medium of claim 29 whose contents further 

2 cause the computer to register registrants, by: 

3 automatically providing a ]veb page form for creating the hash card to at least 

4 some of the registrants. 



i 



for each of at least some of the plurality of 
dn identity of the registrant has been verified in- 



33. A registration computer system, comprising 

a public key input subsystejm that receives a respective public key for each of a 

3 plurality of registrants; 

4 a tracking subsystem that, 

5 registrants, receives an indication that 

6 person; 

7 a digital signature subsystem that, for at least a number of the registrants 

8 indicated as having identities verified in-person, digitally signs the public key received from 

9 the registrant if a public key hash submitted by the registrant on a hash card including a 
10 written signature of the registrant corresponds to the public key received from the registrant; 
u and 

12 a digital signed public key ox^tput subsystem that provides the digitally signed 

13 public keys to an authenticating authority. 
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34. A method of voter registration, comprising^? 

receiving a plurality of digitally signed public keys pom a registrar, where each 
of the digitally signed public keys belongs to a respective one of a plurality of voter 
registrants that have had their identity verified in-person by the registrar and that have 
submitted a hash card to the registrar including a written signature and a public key hash 
corresponding a public key electronically submitted to the registrar by the registrant; and 

authenticating a number of public key encrypted votes received from at least 
some of the plurality of voter registrants using the received digitally signed public keys. 

35. A method of registration, comprising: 

for each of a plurality of registrants, verifying an identity of the registrant in 
person; / 

for at least some of the plurality of registrants, producing a public/private key 
pair; / 

for each of a number of mt voter registrants that have had their respective 
identities verified in person, digitally signing the public key of the respective produced 
public/private key pair; / 

providing the privatef key of the respective produced public/private key pair to 
each of the registrants that have/had their respective identities verified in-person; and 

providing the digitally signed public keys to an authenticating authority. 

36. A mefliod of registration, comprising: 

receiving j[ plurality of digitally signed public keys from a registrar, where each 
of the digitally signra public keys belongs to a respective one of a plurality of voter 
registrants that have4iad their respective identities verified by the registrar in-person; and 

authenticating a number of public key encrypted votes received from at least 
some of the plurality of voter registrants using the received digitally signed public keys. 
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1 37. A method of registration, comprising: 

2 electronically receiving a public wey and associated identifying data from each 

3 of a plurality of registrants over at least one communications channel; 

4 digitally signing each of the received public keys of the registrants whose 

5 identifying data is not the same as the identifying data of the other registrants; and 

6 providing the digitally signed public keys to an authenticating authority. 

1 38. The method of claim B7 wherein digitally signing each of the received 

2 public keys of the registrants whose identifying data is not the same as the identifying data of 

3 the other registrants includes comparing fflie identifying data of at least one of the registrants 

4 to the identifying data of at least another /one of the registrants. 

™ l 39. The method of claim 37 wherein electronically receiving a public key 

Ul 2 and associated identifying data inclujdes receiving at least one of a registrant name, a 

j* \^3 registrant address and a unique registrant identifier. 

y\J l 40. A method of voter registration, comprising: 

cf 2 receiving a plurality ofldigitally signed public keys from a registrar, where each 

S 3 of the digitally signed public keys belongs to a respective one of a plurality of voter 

4= 4 registrants having different identifying data from the other voter registrants; and 
a 5 authenticating a number of public key encrypted votes received from at least 

6 some of the plurality of voter registrants using the received digitally signed public keys. 
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